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Abstlact— Attackers can render distributed denial-of-
sewvice attacks more difficult to defendagainstby bouncing
their flooding traffic off of reflectors that is, by spoofingre-
guestsfr om the victim to a large setof Inter net sewvers that
will in turn sendtheir combinedrepliesto the victim. The
resulting dilution of locality in the flooding stream compli-
catesthe victim’ s abilities both to isolate the attack traffic
in order to block it, and to usetraceback techniquesfor lo-
cating the source of streamsof packetswith spoofedsource
addressessuch as ITRACE [Be00a], probabilistic packet
marking [SWKAOQQ], [SP01],and SPIE [S+01]. We discuss
a number of possibledefensesgainstr eflector attacks, find-
ing that most prove impractical, and then assesshe degree
to which differ ent forms of reflector traffic will have char-
acteristic signaturesthat the victim can useto identify and
filter out the attack traffic. Our analysisindicatesthat three
typesof reflectorsposeparticularly significantthr eats: DNS
and Gnutella sewvers, and TCP-basedservers (particularly
Web sewvers) running on TCP implementationsthat suffer
from predictableinitial sequencaenumbers. Wearguein con-
clusionin support of “r everselI TRACE” [Ba00] and for the
utility of packettracebacktechniquesthat work evenfor low
volumeflows, suchasSPIE.

I. INTRODUCTION

In adistributeddenial-of-servicdDDOS)attack theat-
tacker compromises numberof slavesandinstallsflood-
ing senerson them, later contactingthe setof senersto
combinetheirtransmissiompowerin anorchestrateflood-
ing attack. The useof alarge numberof slavesbothaug-
mentsthe power of the attackand complicatesdefending
againstit: the dilution of locality in the flooding stream
malesit moredifficult for the victim to isolatethe attack
traffic in orderto block it, and also undermineghe po-
tential effectivenessof tracebacktechniquedor locating
the sourceof streamsf pacletswith spoofedsourcead-
dresses.

Figurelillustrateshenatureof theattack:onehost,the
master sendscontrolmessageto the previously compro-
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misedslaves,instructingthemto tamgetagivenvictim. The
slavesthengeneraténigh volumestreamsf traffic toward
thevictim, but with fake or randomizedsourceaddresses,
sothatthevictim cannotlocatethe slaves.

The problemof tracing back suchstreamsof spoofed
paclets hasrecentlyreceved considerablettention. In
Bellovin's proposedTRACE schemetoutergor outboard
processors)yith avery low probability sendlCMP mes-
sagesto the destinationsof paclets they have just for-
warded[Be00a]. For a high-wolumeflow, the victim will
eventuallyreceve ICMPsfrom all of the ITRACE routers
alongthe pathbackto theslave, revealingits location.

Savageandcolleaguegproposed differentschemejn
which routerswith considerablyhigher probability mark
the pacletsthey processwith highly compressethforma-
tion thatthevictim candecoden orderto detectheedges
(pairs of paclet-markingrouters)traversedby the pack-
ets,againenablingrecorery of the pathbackto the slave
[SWKAOQ]. Thisschemeantracebackpotentiallylower-
volumeflows thanrequiredfor tracebaclkusing TRACE;
however, the schemerunsinto computationaHifficulties
asthenumberof slavesincreasesa problemaddressety
SongandPerrigby supplementingheschemaewith theuse
of network topologymaps[SPO01].

In morerecentwork, Snoererandcolleaguesliscussa
SourcePath Isolation Engine (SPIE) that recordssetsof
hashe®f pacletstraversinga givenrouter[S+01]. A vic-
tim canthenlocatethe pathof a givenpaclet by querying
routerswithin adomainfor thesetof hashegorresponding
to the paclet, providing they issuethe querysoonenough
afterthe paclet wastransmittedhattherecordof its pres-
enceis still available. SPIE hasa major advantageover
ITRACE and probabilisticpaclet markingin thatit can
facilitate tracebaclkof evenlow volume (including single
paclet) flows.

The useof hundredsor thousandsf slaves can both

greatlycomplicataracebacKdueto thedifficulty of disen-
tanglingpartialtracebacknformationrelatingto different
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sourcesand/orhaving to contacthousandsf routers)and
greatlyhindertaking actiononcetracebacksucceedgbe-
causeit requiresinstalling hundredof filters and/orcon-
tactinghundredf administrators).

Attackers can do considerablybetterstill by structur
ing their attacktraffic to usereflectos. A reflectoris ary
IP hostthatwill returna paclet if senta paclet. So, for
example,all Webseners,DNS seners,androutersarere-
flectors,sincethey will returnSYN ACKs or RSTsin re-
sponsdo SYN or otherTCP paclets;asarequeryreplies
in responseéo queryrequestsand ICMP Time Exceeded
or HostUnreachablenessagem responseo particularlP
paclets.

The attacler first locatesa very large numberof reflec-
tors, sayon the orderof 1 million. (Thisis probablynot
too difficult, asthereare at leastthat mary Web seners
on the Internet; plus, seebelon on relaxingthis require-
ment.) They thenorchestrataheir slavzesto sendto the
reflectorsspoofedraffic purportedlycomingfrom thevic-
tim, V. The reflectorswill in turn generateraffic from
themselesto V. The netresultis thatthefloodat V' ar
rivesnotfrom afew hundredor thousandourcesbut from
amillion sourcesanexceedinghdiffusefloodlikely clog-
ging every singlepathto V' from therestof theInternet.

Figure 2 illustratesthis modificationto a corventional
DDOS attack. Note that the victim doesnot requireary
tracebackn orderto locatethereflectorsihey arereadily
identified asthe sourceaddressem the flooding paclets
receved by thevictim. The operatorof areflector onthe
otherhand,cannoteasilylocatethe slave thatis pumping
the reflector becausehe traffic sentto the reflectordoes
not have the slave’s sourceaddressput ratherthe source
addres®f thevictim.

In principle the operatorcan usetracebackechniques
suchasthosediscusse@bove in orderto locatetheslaves.
However, notethattheindividual reflectorssendatamuch
lower ratethanthe slaveswould if they wereflooding V'
directly. Eachslave canscatteiits reflectortriggersacross
all or alarge subsebf thereflectorswith the resultbeing
thatif thereareN, reflectors N, slaves,andafloodingrate
F comingout of eachslave, theneachreflectorgenerates
afloodingrateof F' = %—F Soalocal mechanisnthat
attemptsto automaticallydetectthat a site hasa flooding
sourcewithin it could fail if the mechanisms basedon
traffic volume.

In addition, tracebacktechniqueshasedon observing
large volumes of traffic (ITRACE, probabilistic paclet
marking; but not SPIE)will fail to locateary particular
slave sendingto a givenreflector If thereare N, reflec-
tors,thenit will take N, timeslongerto obsere thesame
amountof traffic atthereflectorfrom a particularslave as

it would if the slave sentto thevictim directly Thus,us-
ing reflectorsprovidessignificantprotectionagainsthese
formsof tracebaclevenif therearent morereflectorghan
slaves (or even fewer). Againsta low-volumetraceback
mechanismlike SPIE, however, reflectorsdo not yield
suchanadwantage andindeedthe attacler shouldinstead
confineeachslave to a small setof reflectors,sothatthe
useof tracebaclby the operatorof a singlereflectordoes
not revealthelocationof multiple slaves.

Note that unlike someforms of denial-of-serviceat-
tacks, the reflectorsdo not needto sene as amplifiers
(sendingout a larger volume of traffic than the attacler
sendsto them). They can even someavhat attenuatethe
volume of traffic sentto them and still sene their pur
poseeffectively. This latitudeon not requiringamplifica-
tion consequenthallows a large numberof differentnet-
work mechanismgo sene asreflectorsfacilitatingthe at-
tacler’s taskof finding a suficient numberof reflectorsto
launchtheattack.

Finally, notethatwe do not considetheretwo quite dif-
ferentforms of reflectors: social attacks(in which mary
peopleare dupedinto attemptingto connectto the vic-
tim) andviral attackgin whichtheattacler acquiresavast
numberof slavesusinga virulentvirus, andtheninstructs
the slavesto directly attackthe victim, perhapswith per
fectly legitimaterequest§Me00]—theuseof reflectorsis
basicallyirrelevant, becausehe attacler alreadyhassuch
animmensenumberof slaves).

Therearea numberof possibledefensesgainstreflec-
tor attacks:
1. If it isimpossibleto spoofsourceaddressem paclets,
for exampleby ubiquitousdeplgymentof ingressfiltering
[FS00], thenthe threatis significantly diminished. The
threatdoesnot entirely go away, though,dueto the pos-
sible useof application-lgel reflectorssuchasrecursve
DNSqueriegSectionlll-E) or HTTP proxyrequestgSec-
tion11-G), asdiscussetbelon. However, while anattacler
canstill mountareflectorattackevenif theslaveslackthe
ability to spoofsourceaddresseghe victim will be able
to more quickly locatethe slaves, becausdf a reflector
sener maintaindogsof therequestst receves,thoselogs
will pinpointtheslave location(s).
For the remainderof the discussionwe assumehat we
care about preventing attacksin an Internet for which
sourceintegrity is notguaranteed.
2. Traffic generatedby reflectorsmay have suficient reg-
ularity and semanticghat it can be filtered out nearthe
victim without thefiltering itself constitutinga denial-of-
serviceto the victim (“collateraldamage”).Here, “filter-
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ing” refersto the generalnotion of paclet classification;
the filtered traffic could thenbe rate-limited,delayed,or
dropped.We will usually however, presumehatfiltering
meangdroppingthetraffic, andassesshe dangerf col-
lateraldamagen thatcontext.

3. Bogusreflectorrequestauusedto pumpreflectorsmay
have sufiicient regularity andsemanticgo enablesitesto
deplo filtering to prevent their network elementsfrom
servingasreflectors.

4. In principle it could be possibleto deplg traceback
mechanismghat incorporatethe reflector end-hostsoft-
ware itself in the tracebackscheme,allowing traceback
throughthereflectorbackto theslave.

5. Traffic patternsresultingfrom a slave pumpinga dis-
paratesetof reflectorsmaybe discernibleto intrusionde-
tectionsystemsnonitoringa site’s Internetaccessink.

Of these,we amgue that only (2) is potentially viable.
We regard (1) asout of scopefor the entirediscussiorof
DDOS attacksthat utilize spoofedsourceaddresses(3)
requireswidespreaddeplgyment of filtering, on a scale
nearly comparablewith that requiredfor widespreadie-
ployment of anti-spooffiltering, and of a more compli-
catednature. (4) hasenormousdeployment difficulties,
requiringincorporatiorinto alargenumberof differentap-
plicationsdevelopedandmaintainedby alarge numberof
different software vendors,and requiring upgradingof a
very large numberof end systemsmary of which lack
ary directincentive to do so. In addition,(4) maynothelp
with tracebackn practiceif the tracebackschemecannot
copewith amillion separaténternetpathsto tracebackto
a smallernumberof sourcesneither TRACE nor proba-
bilistic paclet markingappearamenabldo doingso. (5)
requireswidespreadieploymentof securitytechnologyat
siteswhich fail to provide suchbasicsecurityprecautions
asanti-spoofmechanismsjotalikely combination.

In Sectionlll we examinethe viability of (2) in detail,
findingthatmost,but notall, reflectorgeneratedraffic can
be filtered without grievously impairing the functionality
of mostsites. In SectionlV we thenlook at the impli-
cationsof reflectorattacksfor tracebackfocussingon a
modificationto ITRACE proposediy Barros[Ba00] and
theuseof SPIE[S+01].

We now turn to an assessmertf the practicality of a
victim sitebeingableto attainrelief from a DDOSreflec-
tor flood by filtering out specifictypesof traffic. To doso,
we needto attemptto catalogthe differenttypesof reflec-
torsthatanattacler mightemploy.

We assumehatthevictim (or anupstreanprovider as-
sistingthe victim) canonly afford to deplo statelessil-
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tering, given the potentiallyimmensevolume of (bogus)
statethat a flooding attack generates. In principle this
could berelaxed to allow somestatefulfiltering whenei-
therthe stateis highly aggrgatable suchaspertainingto
particularpairs of interfacesand addresgrefixes, or the
stateis instantiatedonly by traffic from the victim, and
hencewill notscaledisproportionatelyunlesgsheattacler
canmanipulatehevictim into violating this assumption).
We also assumehat the victim, with the cooperationof
their serviceprovider, canhave suchfilters installedsufi-
cientlyfarawayfromthevictim’slinks thataDDOSattack
thattargetsthe accesdink bandwidthratherthanthe vic-
tim’s senersdirectly canstill bethrottled,if enoughof it
matches particularsmallsetof filters.

Finally, we assumehat successn termsof defending
thevictim is thatthe filtering allows a significantpropor
tion of the victim's serviceto continue;we do not require
thatthefiltering leave the servicecompletelyunimpaired.

Table| summarizeghe analysisdevelopedin the re-
mainderof this section.

A. IP padets

We bagin by analyzinghow the elementsof the IP
headefPo81alin arriving traffic mightrelateto areflector
attack.

The first fields in the headerare the version and the
headerlength (presencef options). Clearly the version
field providesno traction,asthe paclet won't even make
it to thevictim unlesst correspondso aversionof IP that
thevictim caresabout,andthefield is too narraw to likely
provide usefulfiltering. (We confineour subsequertreat-
mentof IP andICMP to IPv4.) The presencef options
similarly doesnot provide ary traction:optionsarealmost
never useddueto their performancempact,sothey won'’t
shav upin eitherlegitimateor reflectortraffic; evenif the
attacler caninducetheir presencethe victim will almost
certainlybe ableto filter out the traffic withoutimpairing
themseles.

The type of sewice field in somescenarioscould in
the future be quite helpful. If traffic to the victim nor
mally arriveswith aparticulaDiffservCodePoint(DSCP)
[NBBB98], thenlikely a staticfilter allowing only such
traffic would help screenout reflectortraffic, thoughat a
costof screeningutlegitimateauxiliary traffic to thevic-
tim, too. This lattercouldbe quite expensve, if it includes
thingslik e repliesto thevictim’s DNS queriesor thevic-
tim's outboundWeb surfing. (Whetherthe attacler can
manipulatea reflectorinto having a particularDSCP at-
tachedo its traffic will dependntheclassifierghatwind
up being deplored at different pointsin the network. If
Diffserv traffic in generalis premiumtraffic, thenit ap-



Protocol/element

Filtering notes

IP version Insignificant.

IP options Insignificant.

IP TOS/DSCP Couldaidvictim if attacktraffic non-premium.

IP length Insignificant.

IPID Insignificant.

IP fragments No costto filter outunlessvictim usesfragment-inducingprotocols(NFS,AFS, GRE).
IPTTL None.

IP protocol None.

IP checksum None.

IP source Only filterableif victim canidentify asuninteresting.

IP destination Only filterableif victim canidentify asuninteresting.

ICMP request/reply Likely notdifficult to filter out. Includessmurf attacks.

ICMP problem Likely notdifficult to filter out.

TCPsourceport If filtered,no generalccesso remotesener of giventype.
TCPSYNACK If filtered,no generaklcces$o remoteseners.

TCPRST If filtered,statewill accumulat®vertime.

TCPguessablseg.no. | Major threat.

T/TCP Would be significantthreatbut easilyfiltereddueto limited deployment.
UDP No threatdueto noinherentreply mechanism.

UDP length Insignificant.

UDP checksum Insignificant.

DNS query/response | Canbefilteredby openingup holesto specificremoteseners.
Recursie DNS queries | Major threatto nameserers.
SNMPrequest/responseGenerallycanbefilteredout with little impacton victim.

HTTP proxy caches A significantthreat,but likely easilytracedbackto slave.
Gnutella“push” Major threat

OtherTCPapplications | Will in generabetraceableo slave if applicationsener keepdogs.
OtherUDP applications| Unknown

Otheroverlaynetworks | Unknown

TABLE |
SUMMARY OF DIFFERENT REFLECTOR THREATS AND THE EFFICACY OF COMBATTING THEM USING FILTERING.

pearsplausiblethat often the attacler will not be ableto
forcethe marking,becaus¢o do sothey will have to dupe
a classifieruponwhich billing for the premiumtraffic re-
lies. Presumablythis will be difficult to do, given the fi-

nancialmotivationsto secureuseof the premiumtraffic.)

It is hardto seewhatfiltering benefitcanbe hadfrom
thelength field, sincefew formsof reflectorswill belim-
ited to sendingonly particularlengthreplies,and,evenif
they did, filtering themoutwould alsofilter out legitimate
traffic. However, if the traffic to a victim tendsto come
only in particularsizes,suchassmall DNS requeststhen
the victim canpossiblyfilter out ary reflectortraffic that
doesnotcomein thatsize.

ThelP ID field is very difficult for the attacler to ma-
nipulate,and carriesonly a smidgenof useful semantic

information. Thus,it is very hardto seehow it could be
usefullyfilteredon.

It is likewise difficult to seehow the attacler cantake
much adwantageof fragments. It will only be possible
to generateahemfor reflectorsthat sendlarge repliesus-
ing TCP/IP stacksthat do not implementPMTU discor-
ery [Mo90], or for reflectorsthat have pathsto the vic-
tim thattransitGRE tunnels[F+00]. Fragmentffer the
benefitto the attacler of makingit difficult for the victim
to filter on TCP or UDP headelinformation,sinceit will
only be presenin theinitial fragments(Also, thatheader
mightitself besplitacrossmultiple fragmentssomestacks
have beenobsered to do this aspart of their normalop-
eration[Pa99].) But dueto the limited useof fragments
in the Internet,the victim could likely filter out all frag-



mentedraffic andsufer little degradedservice otherthan
for someimplementation®f protocolslike NFSandAFS
thatfrequentlysendhigh volumesof fragmentedraffic, or
for sitesthatrely on GREtunnels.

The TTL field is easierfor the attacler to manipulate
(by choosingthe distancefrom the reflectorto the victim,
andchoosingeflectorsaaccordingo their particularstacks,
andhencetheir particularinitial TTLs). But it is hardto
seehow the TTL canbe usedfor any usefulfiltering, un-
lesstheonly legitimatecommunicatiorithevictim partales
in comedrom asmallsetof remotesitesthatcanbechar
acterizedwvith anarrav TTL range.

Theprotocolfield will determinghenext layerof filter-
ing, asdiscussedelav for particularprotocols. Clearly
protocolsunimportantto the victim can be filtered out
basedon this field, so the attacler will needto selectre-
flectorsthat have one of the sameprotocolfields as the
victim’s desiredtraffic. But this will usuallybevery easy
to do, becausehe desiredtraffic will almostcertainlyin-
cludeTCPandUDP.

The checksumfield should provide no traction. It is
expensve for afilter to verify, but alsoappearsmpossible
for theattacler to usefullymanipulate.

Thefinal two fields arethe source anddestination ad-
dresses.Obviously, the samefiltering tractionappliesto
theseasdoesfor ordinaryDDOS floods: if eithercanbe
identifiedasan uninterestingaddressthenthe victim can
filter outthetraffic; theattacler attemptgo ensurehatthis
is not the case.Also notethatwith areflectorattack,the
sourceaddressvill alwaysbelegitimate(Figure2), unlike
with theusualdirect-spoofingttack(Figurel).

Summary: assumingheattacler pickssourceanddes-
tination addressesf interestto the victim, the only angle
thevictim mighttry atthelP levelis filtering onthe DSCP

B. ICMP

There are two different ways to elicit ICMP re-
flector replies: using ICMP protocols designedas re-
guest/respongsuchasICMP echo) or sendingraffic that
will generateanICMP messagdecausef someproblem
associatedvith thetraffic [Po81b].

In the first catgyory are the ping ICMPs (echo,
timestamp addressnask,routersolicitation,information
request/reply)Of these pnly thefirst is widely used,and
presumablythe victim canget by with little difficulty if
repliesto all of thesearefiltered out. (We note, though,
thatsmurf attacksjn whichtheattacler senddCMP echo
requestdo subnetbroadcastddressesare essentiallya
form of reflectorDDOS attack.)

In the secondcategory (unreachablesourcequench,
redirecttime exceededparameteproblem) the mostsig-

nificant for the victim will be the unreachablesyhich
include host unreadable (useful for tearingdown state
in somecircumstanceandneedfragmentationnecessary
for PMTU discorery), andtime exceededneededo run
traceroute ). It appearplausiblethatthevictim would
bewilling to forgo theseasameango suppress flooding
attack.

Summary: reflectorsgeneratingf CMP messagesan
likely befilteredout.

C. TCP

Ratherthanwalk the TCP heade[Po81c],we consider
thetypesof pacletsthatanattacler cancoaxfroma TCP
reflector asthesehave a greatimpacton filtering opportu-
nities.

For mostvictims, what the attacler really wantsis a
paclet thatlookslike onesentby atrue client of the vic-
tim: aninitial SYN paclet, a paclet containingdata,an
acknavledgment,or a FIN. (An additionaltype, RST, is
discussedahortly)

However, we first note that ary paclet from a reflec-
tor will have a sourceport correspondingo the port on
whichthereflectorruns.In particulay for Webseners(the
mostwidely available TCP reflector),this will usuallybe
port 80. Accordingly the victim canfilter outarny incom-
ing traffic with asourceportof 80 (say),andeliminateary
threatfrom TCP-basedeflectors.Naturally this prevents
thevictim from accesso thesameserviceremotely which
may be a significantdifficulty; but perhapsan acceptable
oneduringatime of flooding.

Putting that limitation aside,inspectingthe TCP state
diagramin [Po81c]shaws thatthereis no way to trigger
areflectorinto sendinganinitial SYN paclet unlesst has
an application-lgel meansto do so (e.g., FTP “bounce”
attack[Ce97]). Furthermore sincethe reflectorwill not
have an existing connectionopento the victim, the only
pacletsit cansendin responseo receving a paclet pur
portedlyfrom thevictim areeitheraRSTora SYN ACK
(thoughseebelow). If thevictim filters out RST paclets,
thiswill overtime causats senersto hold morestatethan
they needto, eventuallycloggingthemwith staleconnec-
tions. (However, dependingn the service theseconnec-
tions may be amenableéo manualgarbagecollecting.) If
thevictim filters out SYN ACKs, thenthey loseaccesgo
remoteserviced(if thereisn't more specificport filtering
they canemplgy, perthe abore); this may or may not be
acceptabledependingn the specificsof thevictim’s op-
eration.

Thereis, however, anothemossibility If thereflectors
stackhasguessabld CP sequenceaumbergBe96], then
theattacler canpotentiallydrive the stackthroughthe en-



tire TCP statemachine tricking it into sendingdatasey-

ments,acknavledgments.etc. This is a disasterfor the
victim. But it is so evenwithout delvinginto DDOS in-

cluding slaves andthe like—arecentlydiscoreredattack
exploits suchstackgo realizemajoramplificationby dup-
ing Websenersinto transmittinglargeitemsto thevictim,

and exploiting “ACK splitting” techniquedSCWA99] to

greatly enhancehe sendingrate [Gu01]. Otherapplica-
tions suchasFTP or streamingmediasenerscould like-
wisebeexploited. If doneaspartof areflectorattack then
the attacler gainsboth the benefitsof amplificationand a
highly diffuseflood atthevictim, alethalcombination.

Another way an attacler can trick a remote sener
into sendingdatapaclets towardsthe victim is by forg-
ing a T/TCP connectionrequestiBro4] from the victim.
T/TCPwasdesignedo resistinadwertentconfusionof old
network sggmentswith newv ones,via the CC/CCECHO
mechanismbut the only requiremenplaceduponthe se-
guencenumbersusedby the mechanismis simply that
they be monotone-increasin Consequentlyit is simple
to pick a sequencewumberin the initial, spoofedT/TCP
SYN paclet suchthatthesener’s stackwill find it accept-
able.If theSYN pacletalsocontainsanexpensve request
like“GET hugeimage.jpg ", thenthesenerwill begin
transmittingthe datato the victim immediately

Three factorslimit the severity of the T/TCP attack.
First,theT/TCPsenerwill beginin slow start(thespecifi-
cationsuggestsninitial sendingwindow of 4 KB [Bro4],
but this is for the client initiating the connection not the
sener replyingto it). Unlessthe sener’s stackhasguess-
able sequencenumbersas discussedabore, the attacler
cant exploit ACK-splitting techniqgueto mave the sener
outof slow start.

Second the paclets sentfrom the sener to the victim
will have CCECHOoptionsin their TCP headerswhich
makesthemamenabldo statelespaclet filtering, though
thefilter is potentiallysomevhatcomplicatedbecauseue
to the useof otherTCP options,the locationof the CCE-
CHO optionin theheademill notalwaysbethesame.(In
addition,suchfiltering will preventthevictim from access-
ing externalsenersusing T/TCP; not a significantlimita-
tion, however, asthey candisabletheir own useof T/TCP
andthentheexternalsenerswill notuseit in reply)

Third, T/TCPis notwidely deploed, soit will be diffi-
cultfor anattacler to find alarge numberof T/TCPreflec-
tors. Furthermorejf suchreflectorswereusedin a high-
profile DDOS attack, likely mary senerswould soonbe
configuredo nolongeruseT/TCP

Summary: if asitecanendurelossof contactto exter
nalseners,andcantoleratefailing to teardown legitimate
connectionghattheremotepeerhasreset thenfiltering of

SYN ACKs andRSTswill protectagainstthe mainform
of generall CP-basedeflectorattacks.Oneexceptionis if
theattacler canfind large numbersf remotesenerswith
guessablinitial sequencaumbersjn addition,dueto the
amplificationof this form of reflection,suchsenerscon-
stitutea potentiaDDOSthreatby themseles,withoutthe
attacler evenhaving to coordinatea collectionof slaves.

D. UDP

Like IP, UDP is a genericcarrierfor higherlevel pro-
tocols[P080],andby itself doesnot constitutea reflector
threatbecauséhereis noinherentreply” mechanisntuilt
into UDPreception As with TCPabove, theportnumbers
in the heademay provide for filtering whenan attackis
basedon reflectingoff of UDP senersrunningon well-
known ports. The length and checksunfields appearto
provide the sametractionasfor IP, i.e., essentiallynone.

E. DNS

DNS senersoffer two possibilitiesfor reflection. The
firstis areflectorsimply sendinga DNS reply in response
to a spoofedDNS request.This form may be recognized
becausehe reply will arrive at the victim from source
port 53. Consequent|ythe victim canfilter it out, but at
somecost. First, this will impedethevictim’s own access
to the DNS via external DNS seners. Probablythe vic-
tim cancopewith this by openingup holesin thefiltering
to provide accesgo a specificsetof remoteDNS seners,
andreconfiguringheirlocal DNSto sendqueriego them.
SecondsomeDNS queriesaremadeusinga sourceport
of 53 aswell asa destinationport of 53. If the victim
provides DNS service,thenary suchincomingrequests
would befiltered out. However, by addingfiltering on the
QR bit in the DNS headeffMo087], suchrequestsanbe
properlydistinguishedrom thereflectorreplies.

The secondform of DNS reflection concernsDNS
senersthatin turn recursvely query othersenersto re-
solve arequestlf thevictim is anamesener for a partic-
ularzone thentheattacler canissuea streanof querieso
alargenumberof namesenersthatwill in turncausehose
nameseners to bombardthe victim sener with recur
sive queries.The queriesneednt even be spoofedwhich
wouldenablgheattaclerto launchthemin thepresencef
anti-spoofiltering, thoughthiswouldrevealtheslaves’lo-
cationsto ary monitoringor loggingdoneatthereflectors.
Butif thequeriesarespoofedthentheattacler couldeven
usethevictim’s addresssthe purportedsource suchthat
whenthe reflectorDNS sener suppliesa reply of some
form, thattoo goesto the victim, a form of amplification
(thoughonethatcanbefilteredout).

Note that cachingat the reflectorsener doesnot help



to amelioratethe attack;the attacler simply keepschang-
ing thedomainnameusedin the bogusquery forcing the
reflectorto go to the primarynamesener eachtime.

Summary: DNS reflection appearsto be a serious
threatfor denial-of-serviceattackson nameseners. The
full degree of the threat dependson whether enough
seners supportrecursionthat the secondform of reflec-
tion is a true threat. Anecdotally it appearghat the an-
sweris yes: a large numberof senersdo indeedsupport
recursve queries.Theonly apparensolutionto thisthreat
appeardo beto includefiltering in nameseners so that
they will only processecursve gueriescomingfrom local
addresses;oupledwith filtering at the site’s borderto en-
surethatincomingpacletswith local sourceaddresseare
dropped.

F. SNMP

Anotherwidely deployed UDP-basedequest/replyser
vice is SNMP [CFSD90Q]. Sitesthatfail to block off-site
accesso SNMPwill oftenprovide alarge numberof pos-
siblereflectors potentiallymuchgreaterthanthe number
of Websenersor DNS senerswith recursionenabled.

However, this attack will be identifiable becauseit
comesfrom the well-knovn SNMP port (161). In addi-
tion, it seemgyuite plausiblethatmostvictims cansurvive
justfineif externalSNMPtraffic is filtered outandfailsto
reachthem. On the otherhand,this could potentially be
amajor problemfor servicepraviderswho rely on SNMP
to manageheir network. However, they canlikely allow
repliesfrom their own hoststo passthroughthefilter, as-
sumingtheirhostsarenumbereaut of only afew network
prefixes,andthusareeasyto expressasfilter exceptions.

Anotherquestiorregardingthis attackis how mary sites
doin factfail to blockincomingSNMPrequestsThecon-
cernisthatmary “open” ervironmentssuchaseducational
institutesmayfall into this category.

Summary: likely notathreat.

G. HTTP

While the typical operationof an HTTP sessionis to
transferdataitemsbetweertheclientandthesener, HTTP
proxy cachegprovide away thatan HTTP client canma-
nipulatea sener into initiating a connectionto a victim
web sener. Most proxieswill happily attemptto fetch
whatever URL you requesfrom them. Thesefetchedook
to thevictim like legitimaterequestsit cannoffilter them
outwithoutlosingall of its legitimateclients,too.

There are three limitations/defensesigainstproxy re-
flector attacks. First, it is not clearthatthereare enough
proxy cacheqas opposedo Web senersthemseles)to
constitutea truly large pool of possiblereflectors though

with therise of contentdistribution networks (CDNSs) this
may change(and, as noted abore, even a fairly modest
number of reflectorscan still sene well to complicate
traceback).

Secondjn principle proxiescanbe configuredto only
sene a particularsetof clients. However, CDN proxies
likely cannotdo ary suchrestricting,becauséy their na-
turethey’re meantto sene the Internetpublic atlarge. On
the other hand, the proxies could be configuredto only
sene the pagesof their customers.Anecdotally they do
notappeatodayto have thisrestriction.

Third, the connectiorbetweerthe slave andthe reflec-
tor cannotbe spoofedunlesshereflectingproxy haspre-
dictablesequenc@umbers)andhencemonitoringor log-
ging attheproxywill identify the slave’s location.

This lastis a major shortcoming.It meansthat the at-
tack might be quickly tracedback—allit requiresto ex-
posethe slave is onealertadministratommongthe mary
off of whichaslaveis reflecting.

Summary: would be a significantthreatwere it not
for thelikely quick tracebacldueto the non-spoofeaon-
nectionfrom the slave to the proxy. Definitely a signif-
icant threatif senersrunningon stackswith predictable
sequenceumbersarewidely deplo/ed.

H. OtherTCPapplications Gnutella

Thereareavastnumberof differentTCP-base@pplica-
tions,andcertainlysomeof themwill provide someform
of relaying, implicit or otherwise,that can be exploited
by an attacler to sene asa reflector(e.g., SMTP relays
[P082];FTPsenersandPoRT directives[PR85]).

For nearlyall of these however, thesamdimitation ap-
pliesasstatecabove for HTTPreflectorstriggeringthere-
flectionrequiresa non-spoofecconnectiorfrom the slave
to thereflector which thenexposeghe slave to traceback.

An exception, however, is Gnutella[Gn00]. As ex-
plainedin [Be00b], Gnutellaincludesa “push” facility
analogousto an FTP PoORT directve that instructsthe
sener to connectto a given IP addressand port in order
to deliver the Gnutellaitem. However, the key difference
betweenthis form of reflectionandthat for FTP is that
the Gnutella“push” directive canfirst propagatehrough
the Gnutellanetwork, becomingseparatedrom the client
(in our case,the slave) that injectedthe request. Thus,
while the victim canreadily trace back to the Gnutella
sener thatis attemptingto connecto thevictim, the next
stepof tracingbackto the slave is essentiallyimpossible:
therequesthaslostits origin, andthereis no information
thatthe Gnutellasener canlog, otherthanits immediate
neighbomwho passealongtherequestWhile in principle
with enoughlogging onecouldtracebackthe chainfrom



neighborto neighborto (eventually)therequesting:lient,
it seemgertainthatthiswill prove administratrely impos-
sible. The only apparenfix would be to modify the pro-
tocolto includepropagatiorpathinformationwith “push”
directves.

Finally, otherlarge overlay networks (IRC, distributed
games)may have similar functionality that can be ex-
ploited.

Summary: Gnutellacouldbeamajorproblem.

I. OtherUDP applications

To our knowledge,thereareno otherUDP applications
sufiiciently widespreado sene asa major potentialpool
of reflectors.If therewere,however, andthey did not re-
sideon awell-known port (suchasUDP port 19 for char-
gen[RP94]),thenthey couldbeusedto attackUDP-based
victim senerssuchasDNS senersby forging thevictim’s
sourceaddressandwell-known port. While thereflection
generatedy the applicationwould be a junk requestas
far asthevictim senerwasconcernedunlessthe request
had a setof characteristicshat permittedfiltering it out,
thevictim would have to spendresourcesletermininghat
the requestwas indeedinvalid, and the attackwould be
effective.

Summary: while UDP applicationscouldbeathreatin
principle,noimmediatethreatis apparent.

IV. IMPLICATIONS OF REFLECTOR ATTACKS FOR

TRACEBACK

A major advantageto attaclers in using reflectorsin
DDOS attacksis the degree to which they complicate
traceback.First, insteadof the victim beingableto trace
back the attack traffic from themseles directly to the
slave, they mustinducethe operatorf oneof thereflector
sitesto dosoontheirbehalfwhichcanbeadministratiely
cumbersomer difficult. Furthermoreif thattracebacks
thendoneusinga schemehatrelieson observinga high
volume of spoofedtraffic, suchasITRACE or probabilis-
tic paclet marking, thenthe attacler can underminethe
tracebaclby spreadingeachslave’s trigger traffic across
mary reflectors greatlyincreasinghe amountof time re-
quiredby thetracebackschemeo gathersuficient traffic
to analyze.

However, if tracebacks doneusinga schemehatalso
works for low volumeflows, suchas SPIE,thenthis ad-
vantagadisappearsandthe attacler shouldnot spreacbut
eachslave’s trigger traffic, as doing so will increasethe
chanceshattheslave will bedetectedy oneof thediffer-
entcooperatingperators.

Anotherfacetof the analysisin the previous sectionto
keepin mindis thatsomeformsof reflectorattacksequire

legitimate(non-spoofedtonnectiongrom theslave to the
reflector suchasexploiting HTTP proxies. Suchreflec-
tor attackswill exposethe slave to potentiallyimmediate
traceback.

For reflectorsunningon TCP stackswith guessablse-
guencenumbersthe attacler may well be ableto estab-
lishthenecessarglave-to-reflectocconnectiorwithoutex-
posingtheslave’s IP addresshowever, guessingequence
numbersgenerallyrequiresestablishinga seriesof legiti-
mateconnectiondeforehandin orderto infer the pattern
of sequenceaumbergeneration.If the logs at the reflec-
tor includetheseinitial probesthenthe slave maystill be
exposed.Thatsaid,for application-lgel logs,the attacler
may be ableto escapehaving the probesloggedby fail-
ing to completethe 3-way TCP connectiorestablishment
handsha&, in which casethe applicationrunningat user
level will generallynever seethe connection.

Finally, we notethat Barrosindependenthdiscovered
DDOS reflectorattacks,and proposedan elegantmodifi-
cationto ITRACEto addresshem[Ba00]. Barros'refine-
mentis for ITRACE routersto sometimesendthe ICMP
messagéo the source of the just-processegaclet rather
thanits destination The neteffectis thatif aslaveis forg-
ing traffic from avictim in orderto dupeasenerinto act-
ing asareflector occasionallyroutersonthepathbetween
theslaveandthereflectorwill sendITRACE messaget
thevictim, enablingthe victim to tracebackthe attackto
theslave(s).

Note that the efficagy of Barros’ “reverse ITRACE”
mechanisndoesnot dependon N,., the numberof reflec-
tors,but only on Ny, thenumberof slaves. Fromouranal-
ysisabove, it is clearthatthis appealingscalingproperty
makesthe mechanisnhelpful for defendingagainstmary
formsof reflectorattacks.

V. SUMMARY

The above analysisindicatesthatthereare several sig-
nificantreflectorattackthreats:
« Victims mustbeableto copewith lossof generalccess
toremoteservicesdueto theneedo filter outSYN ACKs.
Suchfilters could, however, includeholesto allow access
to a smallnumberof particularremoteseners.
« DNS seners can be attacled by reflectorsservingre-
cursive queries. Damageis limited only by the size of
thereflectorpool, i.e., how mary namesenersthereare
that supportrecursionand acceptrequestdrom arbitrary
clients.
o TCP-basedenersarefor the mostpartsomeavhat pro-
tected againstapplication-lgel reflection assumingthat
enoughof the applicationsenerskeepsuficient logsthat
the non-spoofedonnectiorbetweenthe slave andthere-



flectorcanbe usedto tracebackthe attackto the slave.
Without this assumption,Web seners can be attacled
by requestshainedthroughproxiesservingasreflectors,
SMTP senersby mail sentthroughrelays,andary TCP-
basedsener by requestsreflectedthrough mechanisms
suchasFTP PORT directives.

« TCP-basedenersrunningon TCP stackswith guess-
able sequencenumbersare a severe threat. Not only do
they allow application-lgel reflectionwithout easyiden-
tification of the slave (unlessthe precursottraffic probing
thesequence-numb@rogressiorns logged),but they also
canprovide majoramplificationof theattacktraffic dueto
theuseof ACK-splitting technique$SCWA99].

« Gnutellas “push” facility appearsto be a significant
threat.
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